Puzzling Ciyptography

Codes and ciphers are forms of secret communication, A code replaces letters, words, or
phrases with different letters or numbers, A cipher rearranges letters or uses substitute
symbols to disguise the message., The process is encryption, and it’s study cryptology.

Keys and Locks

The Rune floor at Wackenhammer’s is an example of a simple substitution cipher, Each
letter of the alphabet matches up with one and only one symbol, Decoding is merely an
exercise of looking up the matching letter, The key is symmetric, meaning the same key
is used to encrypt the message and decode it to receive your prize,
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We didn’t want the puzzle to be too easy -~ what fun would that be? - so it has a
two-step key., The first key is a map that spells a sequence of symbols, This is a type of
route cipher or Fleissner grille cipher used in WWI, A sheet of holes g ESSNER GRILLE
and column or row routes (moves) reveal a coded message. It’s a

spy-style rotating word search, This is a kind of tranposition cipher,

Key Breaking

Encryption is only useful if the key stays secret, Simple substitution
and transposition ciphers are “invariant”, meaning coded messages all
have one pattern, making them easy to crack, Symbols that occur
most frequently reveal the key for the common subsituted letters (in
English, E and T). Transpositions can be cracked by looking for
common letter combinations, Other kinds of codes, such as polyalphabetic ciphers, require
looking for other kinds of patterns but are still deterministic and crackable with enough
time, This kind of decoding inspired Alan Turing to create one of the first computers
during World War II to crack Enigma codes,

Modern encoding, like the kind that secures your bank, is based on different keys for
coding and decoding, asymmetic keys, making key reconstruction terrifically hard even
with a computer, One common technique is to use two very large prime numbers as the
private asymmetric keys for the sender and receiver, and their product as the public
key. This works because multiplying two numbers is easy, but factoring a number is
far harder,
The Prof. Asks?

1. How would you crack a code or key by “brute force”? What does this mean

about short versus long passwords or keys?
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